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Importance of Considering Privacy by Design

› Data breaches
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Importance of Considering Privacy by Design

› Data breaches

› Users’ view inconsistent with 

collection/usage
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Importance of Considering Privacy by Design

› Data breaches

› Users’ view inconsistent with 

collection/usage

› Increasingly legislated

GDPR mandates 

privacy by design
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Realizing Privacy by Design

› GDPR mentions risk ≫ 70 times
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Realizing Privacy by Design
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› Accountability
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Privacy Threat Modeling Steps
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› DFD model of 
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The LINDDUN Privacy Framework

› Linkability

› Identifiability

› Non-repudiation

› Detectability

› Disclosure of Information

› Unawareness

› Non-compliance
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Issues with Element-Based Elicitation

› Undiscovered threats
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Client Server

Detectability threats on processes



Element- vs. Interaction-based Elicitation 

› Take local context into account

More explicit and precise

› Threats not caused by elements but through interactions

› # 𝑖𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛𝑠 < #{𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠}

› Less or more threats?

› Lack of consensus on the most appropriate approach
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Interaction-based LINDDUN
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LINDDUN Examples

› Full LINDDUN table of threats

45



LINDDUN Examples

› Full LINDDUN table of threats

› Concrete examples

46



LINDDUN Examples
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Website (S) showing incorrect password error reveals account existence.
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Discussion

› Semantics and ambiguities of privacy threats
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Discussion

› Semantics and ambiguities of privacy threats

› Threat trees

› Usage & tool support

› Granularity for threat elicitation
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Questions?
Thank you!
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