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Overview

 Context: EDPS, GDPR History and 

Background

 PbD → DPbD

 GDPR Article 25 under the microscope

 Core concept: “State of the Art”

 Questions – to the audience

 Where do we go from here?
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The EU’s 

independent 

data protection 

authority 

The EDPS



The European Data 

Protection Supervisor: 

an independent institution 

responsible for ensuring 

the protection of personal 

data by the EU institutions 

and bodies
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1. Supervise data 

processing done by EU 

institutions and bodies;

2. Advise the EU legislator 

and appear before the 

EU courts;

3. Monitor new 

technologies with an 

impact on privacy;

4. Cooperate with other 

supervisory data 

protection authorities.5

The EDPS



GDPR family

 Ancestors
 1970s: Regional and national laws in DE, FR, SE, USA

 1980s:   Council of Europe Convention 108 (revised)

 OECD Privacy Guidelines (revised 2013)

 Parents and Aunts
 EU Data Protection Directive 95/46/EC

 ePrivacy Directive 2002/58/EC (revised 2009)

 Framework Decision 2008/977/JHA

 Regulation 45/2001/EC

 Siblings
 Law Enforcement Directive (EU) 2018/680

 “EDPR” Regulation (EU) 2018/1725

 ePrivacy Regulation (forthcoming)
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GDPR changes

 Clarifications
 Definitions

 Existing Obligations (Consent, Transparency, Joint 

Controllers, International Transfers)

 Data subject rights

 Supervisory Authorities’ Powers and Tasks

 Changes and new concepts
 Territorial Scope

 Accountability (principles, DPIA, DPbD, DPO, etc.)

 Certification

 Harmonisation: Cooperation and Consistency

 Data breach notifications

7



Data Protection principles

 Lawfulness, fairness and transparency

 Purpose limitation

 Data minimisation

 Accuracy

 Storage limitation

 Integrity and confidentiality

 Accountability

 Security

 Data subjects’ rights 8



Lawful processing

Article 6(1): Six conditions

a) Consent for specific purposes

b) Necessary for performance of a contract

c) Legal obligation

d) Vital interests of the individual

e) Public interest

f) Legitimate interest, balanced afainst 

individual’s rights

Point (c) and (e) require legislation.
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DPA powers

 Investigations
 Order provision of information, including 

personal data

 Audits and Certification Reviews

 Access to premises

 Order compliance
 Warnings and reprimands

 Order changes of processing with details and 

deadline

 Limit or ban processing or suspend data flows

 Order actions towards data subjects

 Impose fines
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From Privacy to Data Protection by Design

 PbD
 Approach developed since 1995

 High level framework

 Difficult to enforce

 GDPR approach
 Data protection by Design and by Default

 DPbDD, DPbD
2

 Based on accountability and DP principles

 Legal obligation

 Violation may be fined ≤ max(10 M€; 2% of turnover)

 Certification of compliance
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Privacy by Design



Embed data protection principles 

and safeguards (article 25)

 “Implement data protection principles“ 
 “both at the time of the determination of the means for 

processing and at the time of the processing itself”

Data protection by Design 

 = strictest privacy settings automatically apply

Data protection by default
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GDPR Article 25, paragraph 1:

Taking into account the state of the art, the cost of 

implementation and the nature, scope, context and 

purposes of processing as well as the risks of varying 

likelihood and severity for rights and freedoms of natural 

persons posed by the processing, the controller shall, both 

at the time of the determination of the means for processing 

and at the time of the processing itself, implement 

appropriate technical and organisational measures, such 

as pseudonymisation, which are designed to implement 

data-protection principles, such as data minimisation, in an 

effective manner and to integrate the necessary safeguards 

into the processing in order to meet the requirements of this 

Regulation and protect the rights of data subjects.
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“State of the art”

 Established concept in law, e.g. consumer protection 

and environmental law

 In data protection law already present in data security 

provisions

 State of the art is a dynamic concept

 For each domain, needs to be established and 

monitored

 Standardisation and certification may help in some 

areas

 GDPR ambition to trigger advancement of the state of 

the art (Recital 78)
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What are DPAs doing?

 Enforcement

 Provide guidance on interpretation and implementation 

of the GDPR – individually and through the EDPB

 Exchange and cooperation with controllers, processors 

and suppliers

 Identify good practices

 Standardisation

 Cooperation with research
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Enforcement
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EDPB Guidance
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EDPS tech intensive guidelines

IT governance and 
management

Web services Mobile apps Mobile devices
E-comms 
monitoring

Cloud computing

IT security risk 
management

linked to overall EDPS 

guidance (accountability etc.)



Where do we go from here?

Four questions:

 Is Privacy Engineering already sufficiently mature to 

satisfy the demands of the GDPR?

 What are the gaps in the portfolio of PETs and PE 

methodologies that need to be addressed by R&D?

 How can the public sector contribute to advancing the 

state of the art?

 What are the best ways to create incentives for 

suppliers of tools and devices to integrate DpbD in their 

products?
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Internet Privacy Engineering Network

 Cooperation DPAs, Industry, Academia

 2013 Snowden & IETF Reaction

 Launch September 2014

 5 years, 6 workshops, 2 special events
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 Topic: “state of the art”

 Existing concepts

 Business without tracking

 Privacy engineering methodologies

 Anonymisation, pseudonymisation

2019 Workshop

Rome 



Where do we go from here?

Five questions:

 Is Privacy Engineering already sufficiently mature to 

satisfy the demands of the GDPR?

 How to determine the start or the art so that it becomes 

operational for controllers, DPAs and courts?

 What are the gaps in the portfolio of PETs and PE 

methodologies that need to be addressed by R&D?

 How can the public sector contribute to advancing the 

state of the art?

 What are the best ways to create incentives for 

suppliers of tools and devices to integrate DpbD2 in their 

products?
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www.edps.europa.eu

edps@edps.europa.eu

@EU_EDPS

@achimkla

Q? A!

http://www.edps.europa.eu/
mailto:edps@edps.europa.eu

