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A Tale in 3 parts



AI companies made the privacy problem more obvious



Defining „Privacy"



Contextual Integrity



What do we mean when we say „privacy“ in text? 



Can we communicate privacy visually?



Can labels help us define privacy? 



Privacy, Utility and Bias

• Sanitizing prompts is great until user is 
mad because it no longer does the 
thing it needed to do.  

• How might we determine what 
information is relevant and obvious to 
share and what can be left out?  

• Privacy v Utility natural tensions PLUS 
„does the user know the risk?“ 

😠 -—> 📱



Privacy + Information



It’s mathematically proven that DL models should 
memorize rare examples when presented with 

long-tailed, internet-like distributions.



Moving from 
single-class to 

multi-class 
exacerbates 

the problem…



Overparameterization 
and Learning the 
Identify Function

Zhang, Bengio et al., 2020, Identity Crisis: Memorization and Generalization under Extreme Overparameterization



Training Indicators (multi-model candidates)

Cross-Entropy 
Loss when 

example is shown

Carlini et al., Membership Inference Attacks From First Principles (2022)



Learning Theory + Privacy

Maini et al., Characterizing Datapoints via Second-Split Forgetting, 2022



AI-assisted reidentification



Learning Privacy



Can we learn privacy preferences?



Can we „evaluate" privacy? 

Input/Prompt „Sensitivity"

LLM-as-a-Privacy-Judge?

Entropy

Distance

Category/
Class

+

Feedback loop with user(s) + Learning? 
<— Privacy Vibes —> 

🤔 😎🤮



Can we learn what is public?



How might we…
Properly label, message, communicate privacy needs and risks 
for AI systems? (Do we need new definitions and new 
designs?)

Measure using learning and information 
theory, attack using SOTA, test using realistic 
data to quantify privacy guarantees and risks? 

Use both disciplines together with multidisciplinary and 
participatory design and activism to think about new ways to 
evaluate, dream up, design AI systems?  



We need new Cypherpunks…

We the Cypherpunks are dedicated to building 
anonymous systems. We are defending our privacy 
with cryptography, with anonymous mail forwarding 
systems, with digital signatures, and with electronic 
money.

We the (contextual) Cypherpunks are dedicated to 
building informative, private-by-design and transparent 
systems. We are defending our privacy with creative 
designs, participatory design and research, information 
theory, humans-in-the-loop, with debates on the scientific, 
societal, cultural and political implications of privacy, with 
multidisciplinary approaches that bridge humans, 
applications and technologies.



Thank you!

• Thank you for your time, 
attention, energy and work! 

• Any questions?  

• Reach out with more 
questions: 
katharine@kjamistan.com 

• Newsletter and YouTube: 
https://probablyprivate.com 

mailto:katharine@kjamistan.com
https://probablyprivate.com
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